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Key to reducing the risk of a financial firm being
used for money laundering is understanding:
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Who your Where their money What type of
clients are has come from transaction
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Due Diligence
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Customer Due Enhanced Due
Diligence (CDD) Diligence (EDD)
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Customer Due
Diligence (CDD)

CDD is broader than just knowing-your-customer (KYC)
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Customer's The source of funds for the The products
sources of wealth customer’s deposits, and services

business or occupation
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Customer Due
Diligence (CDD)

CDD includes determining the identities of the ultimate beneficial owners
(UBOs) of the company and conducting due diligence on them if:

og?/
Ownership exceeds a certain percentage
( Low and medium risk customers ) ( High risk customers )
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Customer Due
Diligence (CDD)

CDD also includes obtaining the names of
the customer's major counterparties

KNOW IN ADVANCE

(( \
[Which parties are likely to remit] [ Who the account will be ]

money into the account making payments to
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Due Diligence
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Customer Due Enhanced Due
Diligence (CDD) Diligence (EDD)
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Enhanced Due
Diligence (EDD)

High-risk customers require further checks to be carried out,
since they are an increased risk of carrying out money laundering

High Financial Crime Risk: Q
B s

Comprehensive enquiries Frequent periodic reviews
by the financial institution of the due diligence
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Enhanced Due
Diligence (EDD)

High-risk customers require further checks to be carried out,
since they are an increased risk of carrying out money laundering

it B

Documentary proof of a “politically Periodic due diligence reviews
exposed person’s” source of wealth on high-risk clients annually
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Source of Wealth
and Source of Funds

FINANCIALEDGE!

Fundamental to carrying out customer due diligence is
understanding where a customer’s money comes from
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SoW SoF
Source of Wealth Source of Funds
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Source of Wealth

How the customer’s net worth was accumulated

L )

Period-of-time Business activities which
it took to accumulate generated the wealth
FINANCIALEDGE!
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Source of Wealth

How the customer’s net worth was accumulated

Eo il

New customer has accounts Accumulated from trading
showing a net worth of: profitability in the used car business:
$3.5 million 15 years
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Fundamental to carrying out customer due diligence is
understanding where a customer’s money comes from
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SoW SoF
Source of Wealth Source of Funds
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SoF

Source of Funds
Explains where the customer’s depositis coming from

L 4 4 4

®

==

The initial deposit will be funded from the
customer's existing account with J.P.Morgan

$150,000

FINANCIALEDGE!

© 2024 Financial Edge Training 8



FINANCIALEDGE!

SoW

Source of Wealth

SoF

Source of Funds

Prospective customer could be asked
for audited financial statements

CORROBORATION IS NEEDED

&

To confirm it has had a legitimate used
car trading business for fifteen years
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High Risk Customers
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Financial Institutions

[ Assess | [ cArryouT |

Money laundering risk Enhanced due diligence
FINANCIALEDGE!
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Financial Institutions

Level of risk a client presents depends on many factors
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High Risk Customers
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Politically
Exposed Persons
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Charities Money Changers

s &

Arms Dealers and Gaming and
Arms Manufacturers Gambling Enterprises

FINANCIALEDGE!

High Risk Customers

e &

Arms Dealers and Gaming and
Arms Manufacturers Gambling Enterprises

—

Deep connections to the underworld

Casinos can be useful to criminals if they accept cash payment
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High Risk Prohibited
Customers Customers

C Firm'’s policy prohibits providing service to them )

( They are not given a financial crime risk rating )

FINANCIALEDGE!

Prohibited
Customers
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Persons who present

Sanctioned Persons blacklisted by an unacceptable level
persons financial regulators of reputation risk
—
A company that has been frequently fined for environmental damage
FINANCIALEDGE'
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High Risk Customers - PEPs
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Politically Exposed
Persons (PEPs)

A,

Charities

Money
Changers
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Politically Exposed
Persons (PEPs)

Run the risk that the clients’ money is dirty because it
was corruptly made through their political influence

|@| Wholesale Financial Institutions

[ Owned or controlled by PEPs ] [ Close associates of PEPs ]

FINANCIALEDGE!

h

Politically Exposed
Persons (PEPs)

When an institution identifies that a prospective client is a PEP,
it does not automatically have a reason to deny service

Enhanced Due Diligence (EDD)

(& m‘\‘* @

A\ /4 i) §O
069 &/ =)
Obtain assurance that Deeper dive into client’s Confirm the worst fears
the client’s wealth was background, source of about a PEPs source of wealth
legitimately earned wealth and ownership and business interests

FINANCIALEDGE!

© 2024 Financial Edge Training



FINANCIALEDGE!

h

Politically Exposed
Persons (PEPs)

Can a PEP ever cease to be politically exposed?
What about PEPs who no longer hold high office?

HILLARY CLINTON ANGELINA JOLIE
Still has broad influence despite not having Until 2022, she was a Special Envoy to
been directly involved in politics since 2016 the UN High Commission for Refugees
FINANCIALEDGE'

High Risk Customers —
Charities
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Politically . Money
Exposed Persons Charities Changers
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Charities

Good disguise for dirty money because its main source of
funds can be cash donations from anonymous donors

Enhanced Due Diligence is NGOs Non-profit
an essential pre-requisite organizations
FINANCIALEDGE'
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High-Risk Customers —
Money Changers

FINANCIALEDGE!
Politically Charities Money
Exposed Persons Changers
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Money
Changers

MONEY SERVICE OPERATORS (MSOs)

They need bank accounts to clear their customers’ transactions and
have an inherently high-risk of being used for financial crime

i i
Banks must rely on due diligence Not as strictly regulated
and controls of the MSO, to mitigate as banks and brokers

risk of dirty money
FINANCIALEDGE!

Money
Changers

MONEY SERVICE OPERATORS (MSOs)

They need bank accounts to clear their customers’ transactions and
have an inherently high-risk of being used for financial crime

o) =&

Enhanced due diligence Non-bank third party payment
determines whether clearing processors take an ever-larger
services can be provided share of the money transfer business
FINANCIALEDGE!
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Ultimate Beneficial Owners

FINANCIALEDGE!

Who are the Ultimate
Beneficial Owners (UBOs)?

UBOs are the natural persons who own
corporate and institutional customers

FINANCIALEDGE!
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If due diligence

is not a natural

further

reveadls that an owner

person, financial
services providers
must investigate

Who are the Ultimate
Beneficial Owners (UBOs)?

Failure to do so
would allow the
customer to conceal
the identity of its
beneficial owners

Resulting in the risk
that the finance
services firm provides
services, indirectly, to
prohibited clients

FINANCIALEDGE!

ACME
Used Cars & Vans

—

George Gregory

UBO

Clifton Family
Trust BVI

William Smith

UBO

Linda O’'Connor

TRG
Production Ltd.

UBO |

Simon Clifton Joanna Clifton

uBoO UBO

Sir Michael
Mitchell
James Clifton UBO
UBO
FINANCIALEDGE!
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Sir Michael Mitchell TRG Production Ltd.

Sir Michael Mitchell is alleged to have used his influence
on government ministers during the covid pandemic

Y
=1 2
(Nl J
Supply of personal protective equipment

To win a £200 million contract to the National Health Service

FINANCIALEDGE!

Sir Michael Mitchell TRG Production Ltd.

Conduct customer due diligence

) -3\ o,
\‘\ \:‘/ ' A
Client is a high risk

Negative news Ownership is 10% or more . . .
of financial crime
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What should the firm do next?

Continue providing service,
Deny service to Acme? with Acme rated high risk
due to the PEP connection?

FINANCIALEDGE!

Finding the identity of UBOs can be
difficult in certain circumstances

Unduly Complex

Listed Companies Corporate Structures

FINANCIALEDGE!
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Listed Companies

Rely on an internally-approved shortlist of stock exchanges

FIRM RELIES ON

Due diligence
When a client is ¢
listed on an Disclosures Performed by the

approved exchange exchange
Transparency checks

FINANCIALEDGE!

Finding the identity of UBOs can be
difficult in certain circumstances

Unduly Complex

Listed Companies Corporate Structures
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Unduly Complex Corporate Structures

A financial services firm'’s risk owners must question
corporate structures if they appear to be unduly complex

Ps) Customer has | ceccccisesadhessnnnsiiashisanannnan Natural persons
Y fourlayersof @ (S ...... only at the fifth
corporate owners J layer of ownership

@ Explain the commercial purpose of the ownership structure to help the firm decide if it is legitimate 9

FINANCIALEDGE!

Ongoing Money Laundering
Risk Assessments
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Risk Assessments
iy,
~ M VP
LOW RISK MEDIUM RISK HIGH RISK
Customer due Customer due Enhanced due
diligence (cDD) diligence (cDD) diligence (EDD)
Periodic Review: Periodic Review: Periodic Review:
AT LEAST EVERY AT LEAST EVERY AT LEAST
5 years 3 years Annually
FINANCIALEDGE!

A

Risk Assessments
FOR EXAMPLE:
(" o The regulator demands more frequent reviews
China
>* Periodic due diligence reviews every

! D
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Trigger Reviews
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Material adverse news about the client

FINANCIALEDGE!
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Trigger Reviews

Unusual transactions across the client’s account

FINANCIALEDGE!
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Trigger Reviews

A

AN
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Changes in the client’s business, ownership,
or its usage of the firm'’s products and services

FINANCIALEDGE!
—
©
Trigger Reviews
Enables client’s rating to reflect changes
in underlying risk factors
A Due diligence will Must be refreshed
F“é? d)::eaéilﬁ’ Gl not be revisited for immediately if a
gence another 5 years tri
gger event occurs
N
Low-risk client
FINANCIALEDGE!
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The Risk-Based Approach

FINANCIALEDGE!
The Risk-Based Approach
WHOLESALE CLIENT BANK SUPPORTS
BANK: RELATIONSHIP: CLIENT:
Medium money 10 years old Financing and
laundering risk customer payment products
FINANCIALEDGE'
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The Risk-Based Approach

<L ®
111
q An administrative
TRIGGER WSJ Report et trigger — Update client’s

. i ,
EVENT: Triggers static data & close

YES

Investigate Refresh

risk rating

& document Retain or exit

FINANCIALEDGE!

1

FINANCIALEDGE!

www.FE.training

Please do not redistribute these materials without the =
express permission of Financial Edge Training. =

© 2024 Financial Edge Training 29





