
Operational 
Risk

What is 
Operational Risk?

© 2024 Financial Edge Training 1



What is Operational Risk?

The risk of loss Damage to the 
bank’s reputation

What is Operational Risk?

The risk of loss Damage to the 
bank’s reputation

Inadequate or failed internal 
processes, people, systems 

or external events
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IT system failures

Fraud

Legal & regulatory compliance issues

Human errors

Supply chain disruptions

External events e.g. cyberattacksFactors include

Legal or regulatory 
penalties

Operational 
disruption

Financial loss
Reputational 

damage

Impacts
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Sources of 
Operational Risk

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)
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Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks arising from acts of fraud 
committed by individuals 

within the organization

e.g. embezzlement, insider trading, 
money laundering, and employee 
misconduct

Internal Fraud
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Risks associated with 
fraudulent acts committed by 

people external to the 
organization

e.g. theft, forgery, hacking, identity 
theft, and other criminal activities

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

External Fraud

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks related to employment 
practices

e.g. discrimination, harassment, 
workplace accidents, and health 
and safety concerns
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Basel risk event 
categories

Employment practices

Clients, products, and 
business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks associated with the 
organization’s products and 
services and the practices 

employed in conducting 
business

e.g. mis-selling of products or 
services, inadequate disclosure, 
non-compliance with regulations, 
and product defects

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks arising from physical 
damage to the organization's 

assets, such as buildings 
equipment, and infrastructure

e.g. natural disasters, fires, 
vandalism, and accidents
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Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and 
systems failures

Execution, delivery, and process 
management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks related to disruptions in
business operations and 

failures of internal systems 
and processes

e.g. IT system outages, power failures, 
supply chain disruptions, and failures 
in business continuity planning

Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and 
process management

Workplace safety and environmental 
incidents

Fraud (internal and external)

Risks associated with failures in 
the execution, delivery, and 
management of processes

and systems

e.g. errors, delays, and inefficiencies in 
operational processes, inadequate 
monitoring, and control mechanisms
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Basel risk event 
categories

Employment practices

Clients, products, and business practices

Damage to physical assets

Business disruption and systems failures

Execution, delivery, and process 
management

Workplace safety and 
environmental incidents

Fraud (internal and external)

Risks related to accidents, 
injuries, and environmental 

incidents occurring within the 
organization's premises

e.g. workplace accidents, 
occupational health hazards, 
and environmental pollution

Top Operational 
Risks
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Top Operational Risks
Risk and Control Self Assessment (RCSA)

Assessment Ranking Mitigation Monitor and 
ReviewIdentification

Assessment Ranking Mitigation Monitor and 
ReviewIdentificationIdentification

Identification
Identify the potential operational risks that are most significant to the bank's operations 

Industry 
trends

Nature of 
business activities

Regulatory 
requirements

Historical 
incidents
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Ranking Mitigation Monitor and 
ReviewAssessmentIdentification

Assessment
Conduct a detailed risk assessment to evaluate the likelihood and potential impact of each risk

Emerging trends in the industry

Effectiveness of existing controls

Frequency and severity of past incidents

Assessment

Mitigation Monitor and 
ReviewRankingAssessmentIdentification

Ranking
Rank and prioritize the “top operational risks” according to their level of potential 

impact and likelihood

Ranking

1

2

3

Allocate appropriate 
resources and attention to 
the most significant risks
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Monitor and 
ReviewMitigationRankingAssessmentIdentification

Mitigation
Assess existing risk mitigation strategies and implement new ones as required

Mitigation

Conduct 
training

programs

Deploy 
technology 

solutions

Implement 
policies & 

procedures

Risk 
monitoring 

mechanisms

Monitor & ReviewMitigationRankingAssessmentIdentification

Monitor and Review
Continuously monitor and review the effectiveness of the risk mitigation strategies and controls 

Monitor and 
Review

Conducting internal 
audits and assessments

Ongoing monitoring of 
key risk indicators

Staying abreast of 
impactful internal and 

external changes

Identified risks are 
appropriately managed

Emerging risks are 
promptly addressed
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Regulatory Capital 
Under Basel III

Suffer losses

Operational risk Regulatory capital

Reduced risk of bankruptcy
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How banks calculate regulatory capital...

How banks calculate regulatory capital...

Basel II

The nature of 
operational risk is 

very different

Three options to calculate the 
required amount of regulatory 
capital of operational risk

Ranging in complexity

Similar to the methods for 
calculating credit and market risk
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Basel II
Operational risk losses typically involve…

Low-cost 
operational risk 

events

High-cost 
operational risk 

events

e.g. a minor 
processing error 

e.g. insider trading or 
cyberattack events

Basel II

Loss amount

Frequency

e.g. Value at Risk

Traditional loss 
models

Operational risk losses typically involve…

Bankruptcy 
event

99.9%

99%
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Basel II

Loss amount

Frequency

e.g. Value at Risk

Traditional loss 
models

Operational risk losses typically involve…

Bankruptcy 
event

99.9%

99%

Global Financial Crisis 2008

Operational risk capital 
requirements under Basel II 
insufficient to cover 
operational losses

Sources of losses difficult to 
predict using internal models 
approach under Basel II

© 2024 Financial Edge Training 16



Basel III

Replaces all existing operational risk approaches for 
calculating Operational Risk Capital Requirements

New Operational Risk Framework

Size of bank Operational loss history

Standardized 
Measurement 

Approach (S.M.A)

Basel III

New Operational Risk Framework

Standardized 
Measurement 

Approach (S.M.A)

Multiple concepts and 
methods under Basel II

Firms’ internal models for 
estimating operational risk 

Better enhances the 
safety and soundness
of banks

Facilitate a better 
comparison of risk-
weighted assets (RWAs) 
between firms
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Operational Risk 
Capital 
Requirement

Calculating Operational Risk 
Capital Requirements

Under Basel III

Operational Risk 
Capital Requirement = Business Indicator 

Component (BIC)
Internal Loss 

Multiplier (ILM)X
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Business Indicator 
Component (BIC)

Size of a firm Firm’s level of 
economic activity

Operational risk exposure

Business Indicator 
Component (BIC)

Marginal 
Coefficient

Business 
Indicator (BI) X=

Implementing Basel III

Differences in how the Business 
Indicator (BI) is calculated
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Business Indicator 
Component (BIC)

Marginal 
Coefficient

Business 
Indicator (BI) X=

Gross Income 
(average over last 3 years)

12%, 15%, or 18%
(dependent on the size of firm)

Operational Risk 
Capital Requirement

Business Indicator 
Component (BIC) X= Internal Loss 

Multiplier (ILM)

Operational risk 
capital requirementsOperational 

loss history
Determined by a 
bank’s regulator

High loss

ILM >1

Low loss

ILM <1
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Operational Risk 
Capital Requirement

Business Indicator 
Component (BIC) X= Internal Loss 

Multiplier (ILM)

Determined by a 
bank’s regulator

Lower regulatory 
capital required

Lower historical 
losses

Reward banks with 
potentially better 
controls in place

Operational Risk 
Capital Requirement

Business Indicator 
Component (BIC) X= Internal Loss 

Multiplier (ILM)

Implementing Basel III

Many regulators:
Internal Loss Multiplier = 1

To reduce fluctuations over time

Historical loss no longer has an impact
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Business Indicator 
Calculations

Business Indicator (BI)

Based on three components (averages over 3 years)

Service 
Component (SC)

Financial 
Component (FC)

Interest, Lease, and 
Dividend Component 

(ILDC)
+ +

Lower of the average:
Net interest income or 2.25% 

x
Interest earning assets 

+
Dividend income

Higher of the average:
Fee income or fee expense

+ 
Higher of:

Other operating income or 
operating expenses

Average of:
Trading gains or losses

+
Average of:

Banking book gains or losses

Remove the possibility that a bank making a loss ends up with a lower regulatory capital requirement
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Business Indicator 
Ranges and 
Marginal 
Coefficients

Based on an organization’s Business Indicator (BI) number

UK (£bn)EU (€bn)US ($bn)

12%≤0.9≤1.0≤1.01

15%0.9 ≤ BI ≤ 26.01.0 ≤ BI ≤ 30.01.0 ≤ BI ≤ 30.02

18%> 26.0> 30.0> 30.03

Bucket BI range (2025) BI marginal 
coefficients

Marginal Coefficient

© 2024 Financial Edge Training 23



Principles for 
Operational Risk 
Management Part 1

Hold regulatory capital Reduce risk of 
bankruptcy

Internal policies 
and structures

Reduce risk of 
operational 
events occurring
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The Basel Committee 
on Banking Supervision 

Relevant for banks to consider 
when determining how 
operational risks are managed 

Strong Risk 
Culture

Comprehensive 
Operational Risk 

Management 
Framework (ORMF)
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Strong Risk 
Culture

Strong risk management and 
ethical business practices culture

Less likely to experience 
damaging operational 

risk events

Better placed to 
deal with those 

events that occur

The board of directors should take the lead in establishing a strong 
risk management culture, implemented by senior management

Strong risk management and 
ethical business practices culture

Less likely to experience 
damaging operational 

risk events

Better placed to 
deal with those 

events that occur

The board of directors should take the lead in establishing a strong 
risk management culture, implemented by senior management

Strong Risk 
Culture

© 2024 Financial Edge Training 26



Prohibit conflicts of interest or the 
inappropriate provision of financial services 

Applicable to both staff and board members

High standard of integrity and ethical values

Identify acceptable business practices

Policy

The board of directors should establish a code of conduct or an 
ethics policy to address conduct risk  

Expected 
standards of 
behavior

Strong Risk 
Culture

Strong Risk 
Culture

Comprehensive 
Operational Risk 

Management 
Framework (ORMF)

© 2024 Financial Edge Training 27



Banks should develop, implement and maintain an Operational 
Risk Management Framework that is fully integrated into the bank’s 

overall risk management processes

Comprehensive 
Operational Risk 

Management 
Framework 

(ORMF)

Understand the nature and complexity of the 
operational risks inherent in its portfolio

Products Services Activities Systems

Banks should develop, implement and maintain an Operational 
Risk Management Framework that is fully integrated into the bank’s 

overall risk management processes 

Understand the nature and complexity of the 
operational risks inherent in its portfolio

Nature of 
products

Complexity Risk profile

Size

Comprehensive 
Operational Risk 

Management 
Framework 

(ORMF)
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Principles for 
Operational Risk 
Management Part 2

Governance Governance 
Structure

Identification & 
Assessment

Change 
Management
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Governance
The board of directors should also ensure that senior management 
are implementing the policies, processes and systems effectively 

at all decision making levels

Review, evaluate, and approve the ORMF
(Operational Risk Management Framework – ORMF)

Operational risks are 
identified and managed

External 
market 

changes 
Environmental 

factors

New products, activities, 
processes or systems

The board of directors should also ensure that senior management 
are implementing the policies, processes and systems effectively 

at all decision making levels

Operational risks are 
identified and managed

External 
market 

changes 
Environmental 

factors

New products, activities, 
processes or systems

Review, evaluate, and approve the ORMF
(Operational Risk Management Framework – ORMF)

Governance
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Risk appetite and risk tolerance

Developed under the 
authority of the 

board of directors

Linked to the short and 
long-term strategic and 

financial plans

Nature, types, and levels 
of operational risk

The board of directors should regularly review and approve the 
appropriateness of limits and the overall operational risk appetite 

and tolerance statement

Governance

Governance Governance 
Structure

Identification & 
Assessment

Change 
Management
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Governance 
Structure

Clear Effective Robust

Well-defined Transparent Robust

Robust challenge 
mechanisms

Effective issue 
resolution processes

Report, track and 
escalate issues

Lines of responsibility

Governance Governance 
Structure

Identification & 
Assessment

Change 
Management
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Identification & 
Assessment

Fundamental characteristics of an effective 
operational risk management system

Senior management should ensure the comprehensive 
identification and assessment of all operational risk inherent in all 
material products, activities, processes, and systems of the bank

Operational resilience 
capabilities

Effective risk 
identification

Sound risk 
assessment

Internal
factors

External
factors

Better 
understand 
risk profile

Allocate resources
and strategies

effectively

Identification & 
Assessment

Senior management should ensure the comprehensive 
identification and assessment of all operational risk inherent in all 
material products, activities, processes, and systems of the bank
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Governance Governance 
Structure

Identification & 
Assessment

Change 
Management

Change 
Management

Senior management should ensure that the bank’s change 
management process is comprehensive, appropriately resourced 
and adequately articulated between the relevant lines of defence 

within the organization

Operational risk exposure evolves when a 
bank initiates change, such as:

New activities, 
products, or 

services

Enter unfamiliar 
markets or 

jurisdictions

Implement or 
modify business 

processes or 
systems

Engage in 
geographically 
distant business
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Principles for 
Operational Risk 
Management Part 3

Monitoring 
& Reporting

Control 
& Mitigation

Information & 
Communication 
Technology (ICT) 

Risk
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Monitoring 
& Reporting

Senior management should implement a process to regularly 
monitor operational risk profiles and the material operational 

exposures within the bank

Reports

Accurate

Consistent

Actionable

Comprehensive

Board of directors

Senior management

Business unit

Senior management should implement a process to regularly 
monitor operational risk profiles and the material operational 

exposures within the bank

Reports

Accurate

Consistent

Actionable

Comprehensive

Business unit

Ensure effective reporting on any 
residual operational risks:

Operational risk events

Control deficiencies

Process inadequacies
Non-compliance with 
operational risk tolerances 

Monitoring 
& Reporting
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Monitoring 
& Reporting

Control 
& Mitigation

Information & 
Communication 
Technology (ICT) 

Risk

Banks should have a strong control environment that utilizes 
policies, processes, systems, and appropriate internal controls as 
well as appropriate risk mitigation and/or risk transfer strategies  

Control 
& Mitigation

Internal controls

Efficient and 
effective 

operations

Safeguarded 
assets

Reliable 
financial reports

Comply with laws 
and regulations
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Banks should have a strong control environment that utilizes 
policies, processes, systems, and appropriate internal controls as 
well as appropriate risk mitigation and/or risk transfer strategies  

Internal controls

Risk 
assessment

Control 
activities

Information and 
communication

Monitoring 
activities

Control 
& Mitigation

Monitoring 
& Reporting

Control 
& Mitigation

Information & 
Communication 
Technology (ICT) 

Risk

© 2024 Financial Edge Training 38



Information & 
Communication 
Technology (ICT) 

Risk

Banks should implement a robust Information and Communication 
Technology (ICT) risk management programme in alignment with 

their operational risk management framework (ORMF)

Business

Effective ICT performance
and security

Effective 
control 
environment

Objectives

Operations

ICT risk assessment to 
ensure fully supportive ICT

Appropriate use and 
implementation of sound 
ICT risk management  

Please do not redistribute these materials without the 
express permission of Financial Edge Training.

www.FE.training
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